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Information Security Policies Made Easy is the gold standard information
security policy resource based on the 25 year consulting experience of Charles
Cresson Wood, CISSP, CISA.

The most complete information security policy library available, ISPME contains
over 1500 pre-written information security policies covering over 200 security
topics and organized in ISO 27002 format. Take the work out of creating,
writing, and implementing security policies.

1. Complete information security policy statement library
1500 individual pre-written security policies covering of the latest technical,
legal and regulatory issues
ISO 17799:2005 (ISO 27002) outline format, allowing for easy gap-analysis
against existing standards and security frameworks
Expert commentary discussing the risks mitigated by each policy
Target audience (management, technical, or user) and security environment (low,
medium, high) for each policy
Policy coverage maps for Sarbanes-Oxley (COBIT), PCI-DSS, FISMA and
HIPAA-HiTECH security

2. Thirty-eight (38) essential sample security policy documents:
MS-Word format ready to use as-is or with easy customization
Acceptable use policies such as: Electronic Mail Policy, Internet Security Policy
for End Users and Web Privacy Policy
Organization-wide policies such as: High-Level Security Policy, Privacy policy,
Information Ownership Policy
Technology-based policies such as: Firewall Policy, Data Classification Policy
and Network Security Policy

3. Expert information security policy development advice and tools
A step-by-step checklist of security policy development tasks to quickly start a
policy development project
Helpful tips and tricks for getting management buy-in for information security
policies and education
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Tips and techniques for raising security policy awareness
Real-world examples of problems caused by missing or poor information security
policies
Information security policy development resources such as Information Security
Periodicals, professional associations and related security organizations
Essential forms such as Risk acceptance memo, incident Reporting Form and
Agreement to Abide by Policies

4. Easy-to-Use Digital Files
Sample Security Policies available in both PDF and MS-Word format, with an
indexed and searchable PDF interface
Easy cut-and-paste into existing corporate documents
Extensive cross-references between policies that help the user quickly understand
alternative solutions and complimentary controls

5.Comprehensive Information Security Policy Coverage
Information Security Policies Made Easy covers over 200 essential information
security topics including:

Access Control, Acceptable Use, Application Development, Biometrics,
Computer emergency response teams, Computer viruses, Contingency planning,
Corporate Governance, Data Classification and Labeling, Data Destruction,
Digital signatures, Economic Espionage, Electronic commerce, Electronic mail,
Employee surveillance, Encryption, Firewalls, FAX communications, Incident
Response, Identity Theft, Information Ownership, Information Security Related
Terrorism, Internet, Local area networks, Intranets, Logging controls,
Microcomputers, Mobile Devices, Network Security, Outsourcing security
functions, Password Management, Personnel Screening and Security, Portable
computers (PDA, Laptops), Physical Security, Privacy issues, Security Roles and
Responsibilities, Social Engineering (including phishing) SPAM Prevention,
Telecommuting, Telephone systems, Third Party Access, User security training,
Web Site Security, Wireless Security, Voice Over IP (VOIP), And many more!
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security frameworks
Expert commentary discussing the risks mitigated by each policy
Target audience (management, technical, or user) and security environment (low, medium, high) for each
policy
Policy coverage maps for Sarbanes-Oxley (COBIT), PCI-DSS, FISMA and HIPAA-HiTECH security

2. Thirty-eight (38) essential sample security policy documents:
MS-Word format ready to use as-is or with easy customization
Acceptable use policies such as: Electronic Mail Policy, Internet Security Policy for End Users and Web
Privacy Policy
Organization-wide policies such as: High-Level Security Policy, Privacy policy, Information Ownership
Policy
Technology-based policies such as: Firewall Policy, Data Classification Policy and Network Security Policy

3. Expert information security policy development advice and tools
A step-by-step checklist of security policy development tasks to quickly start a policy development project
Helpful tips and tricks for getting management buy-in for information security policies and education
Tips and techniques for raising security policy awareness
Real-world examples of problems caused by missing or poor information security policies
Information security policy development resources such as Information Security Periodicals, professional
associations and related security organizations
Essential forms such as Risk acceptance memo, incident Reporting Form and Agreement to Abide by
Policies

4. Easy-to-Use Digital Files
Sample Security Policies available in both PDF and MS-Word format, with an indexed and searchable PDF
interface
Easy cut-and-paste into existing corporate documents
Extensive cross-references between policies that help the user quickly understand alternative solutions and
complimentary controls

5.Comprehensive Information Security Policy Coverage
Information Security Policies Made Easy covers over 200 essential information security topics including:



Access Control, Acceptable Use, Application Development, Biometrics, Computer emergency response
teams, Computer viruses, Contingency planning, Corporate Governance, Data Classification and Labeling,
Data Destruction, Digital signatures, Economic Espionage, Electronic commerce, Electronic mail, Employee
surveillance, Encryption, Firewalls, FAX communications, Incident Response, Identity Theft, Information
Ownership, Information Security Related Terrorism, Internet, Local area networks, Intranets, Logging
controls, Microcomputers, Mobile Devices, Network Security, Outsourcing security functions, Password
Management, Personnel Screening and Security, Portable computers (PDA, Laptops), Physical Security,
Privacy issues, Security Roles and Responsibilities, Social Engineering (including phishing) SPAM
Prevention, Telecommuting, Telephone systems, Third Party Access, User security training, Web Site
Security, Wireless Security, Voice Over IP (VOIP), And many more!
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Editorial Review

Review
A complete kit of proven best practices that any organization can use and customize to make policies that
meet their exact needs. Don't write policies without it. --Jay Heiser, Columnist, Information Security
Magazine

This is the gold standard Policy reference for any serious security practitioner to have in their arsenal of
tools, a must have! The instructions and examples for establishing security policies and implementation
processes add real value to this edition. --John B. Kramer, CISSP, CISA. Information Security Manager

Information Security Policies Made Easy (ISPME) is one of the most important information security books
available for those who are serious about creating a comprehensive set of information systems security
policies. Given the dynamic nature of technology, very few technology books can stand the test of time and
remain relevant for a few years, let alone a decade after their original printing. --Ben Rothke CISSP, CISM.
DIrector-Security Technology Implementation

About the Author
Charles Cresson Wood, CISA, CISSP, CISM, is an author, researcher and independent security consultant
based in Sausalito, California. In the information security field on a full-time basis since 1979, he has done
information security work for over 125 organizations in 20 different countries around the world. He has
worked with a large number of financial institutions and high-tech companies, many of them in the Fortune
500. He has published over 300 technical articles and five other books dealing with information security. In
1996, he received the Lifetime Achievement Award from the Computer Security Institute.

Users Review

From reader reviews:

Christopher Price:

What do you consider book? It is just for students because they are still students or it for all people in the
world, the actual best subject for that? Only you can be answered for that problem above. Every person has
distinct personality and hobby for each and every other. Don't to be obligated someone or something that
they don't want do that. You must know how great and also important the book Information Security Policies
Made Easy Version 12. All type of book is it possible to see on many resources. You can look for the
internet resources or other social media.

Stan Whitley:

Reading a publication tends to be new life style in this era globalization. With reading through you can get a
lot of information that could give you benefit in your life. Having book everyone in this world can easily
share their idea. Publications can also inspire a lot of people. A great deal of author can inspire their own
reader with their story or perhaps their experience. Not only the storyline that share in the textbooks. But also
they write about the data about something that you need instance. How to get the good score toefl, or how to



teach your sons or daughters, there are many kinds of book that exist now. The authors these days always try
to improve their proficiency in writing, they also doing some exploration before they write to their book. One
of them is this Information Security Policies Made Easy Version 12.

Patricia Koop:

The book with title Information Security Policies Made Easy Version 12 has a lot of information that you
can learn it. You can get a lot of benefit after read this book. This kind of book exist new expertise the
information that exist in this e-book represented the condition of the world now. That is important to yo7u to
know how the improvement of the world. This particular book will bring you within new era of the
globalization. You can read the e-book with your smart phone, so you can read the item anywhere you want.

April Brooks:

Is it you who having spare time subsequently spend it whole day simply by watching television programs or
just lying down on the bed? Do you need something new? This Information Security Policies Made Easy
Version 12 can be the response, oh how comes? A book you know. You are therefore out of date, spending
your free time by reading in this fresh era is common not a geek activity. So what these publications have
than the others?
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